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(57) ABSTRACT

An access element and method for controlling access of a
network element are provided. A plurality of network ele-
ments which are connected to a connection of an access
element and at least one second network element is connected
to the access element via a first network element. The first
network element is authenticated at the access element.
Another operation of authenticating the first network element
atthe access element is initiated by the first network element.
An authentication request which is transmitted by the access
element and is received at the first network element is for-
warded to the second network element. The second network
element responds to the authentication request with a
response message and the response message is forwarded to
the access element via the first network element.
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1
METHOD AND ARRANGEMENT FOR
POSITION-DEPENDENT CONFIGURATION
OF A MOBILE APPLIANCE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is the US National Stage of International
Application No. PCT/EP2006/065620, filed Aug. 24, 2006
and claims the benefit thereof. The International Application
claims the benefits of German application No. 10 2005 046
742.3 DE filed Sep. 29, 2005, both of the applications are
incorporated by reference herein in their entirety.

FIELD OF INVENTION

The invention relates to an access element and a method for
access control of a plurality of network elements at a port of
the access element.

BACKGROUND OF INVENTION

Methods for controlling access by a network element to a
packet-oriented or data network are known in the prior art. A
network element obtains access to a data network by its
identification and authentication information being transmit-
ted to an authentication server via an access element. The
authentication server checks the information of the network
element and takes a decision whether to allow access by the
network element. If a positive decision is made, the network
element gains access via areleased port ofthe access element.
The access element is typically embodied as a switch or more
generally as an access point.

In the following description consideration is given to
access control of a first network element to which a second
network element is connected, by way of an internal switch
disposed in the first network element for example. The two
network elements are connected e.g. in series to a port of the
access element. Access control is performed for a particular
port of the access element and is therefore also referred to as
“port-related”.

SUMMARY OF INVENTION

In an arrangement of this kind the following problem
occurs. Following a successful authentication of one of the
network elements, access is released for all network elements
connected to the port of the access element. A release of this
kind takes place for example following an authentication of
the second network element, for the first and the second
network element, without an identification or authentication
of'the first network element having been considered or, as the
case may be, requested. As a result, access control provided at
the access element has become ineffectual for the first net-
work element.

The object of the invention is to ensure improved access
control for a plurality of network elements connected to a port
of an access element.

In a packet-oriented network the starting port therein is
assumed to be a port of an access element—e.g. a switch or
access point—at which at least one second network element is
connected to the access element via a first network element.
The second network element is connected for example in
series to the first network element and ultimately to the port of
the access element. Let the first network element already have
been authenticated or, as the case may be, registered at the
access element. In this case the inventive method for access
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control initially makes provision for a new authentication
process of the first network element to be initiated at the
access element. The authentication process is initiated by the
first network element. The first network element then for-
wards an authentication request sent by the access element
and received at the first network element to the second net-
work element. The authentication request is then answered by
means of a response message by the second network element,
the response message being forwarded to the access element
by way of the first network element.

By means of the method according to the invention a new
authentication request of the access element is therefore ini-
tiated for the first network element, which authentication
request is then inventively forwarded to the second network
element. In this way an authentication of the second network
element is enforced in an advantageous manner. An authen-
tication of this type was hitherto not requested for the second
network element in the prior art—disadvantageously with
regard to network security—provided the first network ele-
ment connected to the same port had already validly authen-
ticated itself and had received a release at the access element.

A further advantage of the method according to the inven-
tion and the associated device is to be seen in the fact that an
implementation only requires a comparatively simple modi-
fication in the control logic of the first network element. More
particularly, no modification whatsoever of the access ele-
ment or of an authentication server is necessary.

Advantageous developments of the invention are set forth
in the dependent claims.

A particularly advantageous development of the invention
provides two further method steps which make provision for
the receiving and evaluating of a confirmation message sent
by the access element in answer to the response message sent
by the first network element and on the basis of said evalua-
tion—i.e. release or denial of access at the access element for
the second network element—provide a release or blocking
of access of the second network element by the first network
element. The basic inventive idea is therefore developed here
in an advantageous manner by means of the core concept that
the first network element for its part acts toward the second
network element functionally as an “access element” insofar
as the forwarded confirmation message is evaluated and then
a release or blocking is initiated at the first network element.

An embodiment variant for the initiation of a new authen-
tication process of the first network element at the access
element by the first network element consists in the first
network element deregistering at the access element by
means of a corresponding notification or by means of other
measures. This embodiment variant has the advantage of a
simple implementation in software.

In an advantageous development of the invention a new
registration of the first network element is provided for the
aforementioned situation, wherein the initiation of a new
authentication process was brought about by a deregistration
of'the first network element. The first network element there-
fore retains its functional role as an access-controlled net-
work element toward the actual access element, while it acts
toward the second network element functionally as an “access
element”.

An alternative embodiment variant for the initiation of a
new authentication process of the first network element at the
access element by the first network element consists in the
first network element sending a request to the access element
to perform a new authentication. The advantage of this variant
lies in particular in the fact that the first network element is not
temporarily out of service as a result of deregistration and
new registration.
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BRIEF DESCRIPTION OF THE DRAWINGS

An exemplary embodiment with further advantages and
embodiments of the invention is explained in more detail
below with reference to the drawing, in which:

FIG. 1: shows a block diagram schematically representing
two network elements connected in series to an access ele-
ment; and

FIG. 2: shows a block diagram schematically representing
a time sequence of controlling messages in connection with
access control.

DETAILED DESCRIPTION OF INVENTION

FIG. 1 shows an access element SW having a connected
first network element N1 to which a second network element
N2 is in turn connected. The first network element N1 is
connected to the access element SW via port P. The first
network element N1 has an internal switch IS which ensures
a data communication connection of both the first network
element N1 and the second network element N2 to the access
element. The internal switch is configured for example as a
3-port switch. An arrangement of this kind is often chosen in
order to avoid complicated and time-consuming running of
cables at a workplace.

An exemplary embodiment for an arrangement of this kind
is a communication terminal operating according to the
packet-oriented principle, e.g. a VoIP (Voice over Internet
Protocol) telephone, which is connected as the first network
element to a packet-oriented data network and provides a
further such port for a second network element, for example
a PC (Personal Computer) which can advantageously be con-
nected to the data network in proximity to the telephone.

A widely established method for network-based access
control is known from IEEE Standard 802.1x. The 802.1x
standard describes an authentication and authorization
method for use in data networks. Defined therein is a network
access point which corresponds to a physical port in a local
area network (LAN) or a logical port conforming to the speci-
fications for a “wireless LAN” (WLAN) in the known IEEE
802.11 standard. At this network access point the authentica-
tion is performed by an access element or “authenticator”
which in cooperation with the authentication server checks
the authentication information transmitted by the network
element acting as the “supplicant” and as appropriate allows
or denies access to the network access point offered by the
authenticator. The access element SW can in this case be
embodied in any way, e.g. as a switch, an access point or as a
network element having an internal switch.

A protocol frequently used in connection with 802.1x is the
EAP (Extensible Authentication Protocol) according to RFC
2284 (RFC: Request for Comment) of the IETF (Internet
Engineering Task Force). In this case EAP messages are
packed in 802.1x messages.

There are three elements involved in a port-related authen-
tication:

a network element that is to authenticate itself as a suppli-

cant in the data network,
the authenticator in the access element which performs the
authentication process with the network element, and

the authentication server which makes the information
required for the authentication available to the authenti-
cator.

The IEEE 802.1x standard makes provision for two logical
ports to be assigned to one physical port. The physical port
unconditionally forwards the received packets to what is
referred to as the free or “uncontrolled” port. The controlled
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4

port can only be accessed following an authentication which
can be performed via the uncontrolled port.

The authentication server (not shown) is embodied for
example in accordance with the known RADIUS server pro-
tocols (RADIUS: Remote Authentication Dial-In User Ser-
vice). RADIUS is a client/server protocol which serves for
authenticating users in the case of dial-in connections to a
computer network. This protocol is used among other things
for centralized authentication of dial-in connections via
modem, ISDN, VPN or wireless LAN. An associated server
service, the RADIUS server, is used for the authentication of
network elements using databases in which the identification
information of the respective network element, e.g. a MAC
(Media Access Control) address of the network element and
authentication information, e.g. a password, are stored.

Some authentication servers are often referred to also as
AAA servers (AAA: Authentication, Authorization,
Accounting) on account of extended functions.

While making further reference to the functional units of
FIG. 1, FIG. 2 shows a time sequence of controlling messages
in connection with access control.

The time sequence is in this case initiated by switching on
or activating the second network element N2, a personal
computer N2 for example.

The following method steps in accompaniment with an
exchange of messages are indicated in the drawing by means
of arrows and an associated numeric reference sign. With
reference to these reference signs, the method entails the
following sequence of steps:

1 The first network element N1 initiates a new authentica-
tion process. Said process is triggered for example by trans-
mission of an >>EAPOL-START<< which instructs the
access element SW (authenticator) to perform an authentica-
tion. According to a second embodiment variant considered
further below, the first network element N1 deregisters from
the access element SW by means of a first control message 1.
The first network element N1 advantageously simulates a
situation in which the network cable is pulled and then
plugged back in again in order to indicate to the access ele-
ment SW that a new authentication is necessary. The first
control message is preferably embodied as an EAP message 1
(EAP: Extensible Authentication Protocol).

2 By means of an authentication request 2 sent by the
access element SW to the first network element N1, the dereg-
istered first network element N1 is requested to (re-)authen-
ticate itself.

3 The authentication request 2 is forwarded within the first
network element N1 to the port provided for the second
network element N2. The forwarding 3 is represented in the
drawing by a dashed line.

4 The forwarded authentication request 4 arrives at the
second network element N2. It essentially corresponds to the
authentication request 2 received at the first network element
N1.

5 The second network element N2 answers the authentica-
tion request 4 with a response message 5 containing its own
identification and authentication information.

6 The response message 5 is forwarded within the first
network element N1 to the port provided for the access ele-
ment SW. The forwarding 6 is represented in the drawing by
a dashed line.

7 The forwarded response message 7 arrives at the access
element SW. It essentially corresponds to the response mes-
sage 5 sent at the second network element N2.

8 A confirmation message 8 sent by the access element SW
to the first network element contains information concerning
whether a release has been granted or rejected.
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The confirmation message 8 is evaluated at the first net-
work element N1.

If access has been granted by the access element SW based
on information contained in the confirmation message 8, in
other words if authentication of the second network element
N2 was successful, the network element N1 subsequently
allows data traffic between the second network element N2
and the access element SW by way of the first network ele-
ment N1.

If access was denied by the access element SW based on
the information contained in the confirmation message 8, in
other words if authentication of the second network element
N2 failed, the network element N1 subsequently blocks any
data traffic with the second network element N2, possibly
with the exception of further 802.1x messages which are
forwarded e.g. for a new authentication attempt.

Following the denial of access for the second network
element N2, the first network element N1 advantageously
re-registers with its own identification and authentication
information.

In an embodiment of the first network element N1 as a
communication terminal or telephone, this new registration is
offered in order, in the event of access being refused to a
personal computer N2 connected thereto, to at least place the
authorized telephone N1 back into service.

The advantages of the means according to the invention
compared with conceived alternative solutions to achieving
the inventive object reveal themselves in particular in the case
of an embodiment of the first network element N1 as a tele-
phone. A somewhat disadvantageous alternative solution
departing from the concept according to the invention could
make provision for realizing both a supplicant and an authen-
ticator in the first network element N1. The first network
element N1 would then behave as a supplicant in the access
element direction and as an authenticator toward the second
network element N2. In the latter role the first network ele-
ment would have to communicate with the authentication
server (not shown). This alternative solution is disadvanta-
geous in particular because then the protocols for communi-
cating with the “backend”, which is to say essentially the
authentication server, would also have to be implemented. In
the case of a telephone this leads to higher development costs
and to an increase in the price of the devices, since more
memory resources need to be provided.

Another alternative solution for achieving the inventive
object would relate to a use of switches SW which perform an
authentication of a plurality of network elements at one and
the same port P of the switch SW. However, use of switches
SW of this kind is not generally guaranteed in today’s net-
works, which means that the method according to the inven-
tion is advantageous here, since it requires no specially
embodied switch or access element SW.

On the other hand it is possible using the means according
to the invention to ensure even in the case of 802.1x-standard-
compliant Ethernet switches SW that a personal computer N2
does not gain access to the data network without authentica-
tion and at the same time to keep the implementation over-
head of the connecting VoIP telephone N1 within limits.

With the inventively provided unchanged forwarding of
EAP messages provided for the authentication process by
way of the first network element N1, the first network element
N1 acts as a “relay”.

The method according to the invention does not necessarily
have to be implemented exclusively in the first network ele-
ment N1. Alternative embodiments include a distribution to
individual components distributed across the network. The
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6

use of the IEEE 8021.x protocol for access control is also
advantageous owing to its wide distribution, but is not man-
datory.

The invention has been described in the foregoing with
reference to an exemplary embodiment. It is understood that
numerous modifications and variations are possible without
thereby departing from the inventive concept underlying the
invention.

The invention claimed is:

1. A method for access control of a plurality of network
elements connected to a port of an access element, wherein at
least one second network element is connected to the access
element by way of a first network element and wherein the
first network element is authenticated at the access element,
comprising:

initiating a new authentication process by sending a first
message to the access element from the first network
element;

receiving by the first network element an authentication
request sent by the access element in response to the
initiation of the new authentication process;

forwarding the authentication request by the first network
element to the second network element;

receiving by the first network element an answer of the
authentication request via a response message sent by
the second network element; and

forwarding the response message to the access element
from the first network element.

2. The method as claimed in claim 1, further comprising:

receiving by the first network element a confirmation mes-
sage sent by the access element;

evaluating the confirmation message at the first network
element to determine whether the second network ele-
ment as authenticated with the access element or
whether access to the access element by the second
network element was denied by the access element;

if the evaluation of the confirmation message indicates that
the second network element was denied access, blocking
access for the second network element at the access
element via the first network element; and

if the evaluation of the confirmation message indicates that
the second network element was granted access, the first
network element allowing data traffic between the sec-
ond network element and the access element.

3. The method as claimed in claim 1, wherein the initiation
of'anew authentication process is effected via a deregistration
of the first network element.

4. The method as claimed in claim 3, wherein if the second
network element is blocked the method further comprises
re-registering with the access element by the first network
element.

5. The method as claimed in claim 2, wherein the initiation
of'a new authentication process is effected by transmission of
a request to the access element to perform a new authentica-
tion.

6. The method as claimed in claim 2, wherein exchanging
of messages and message structures are implemented on the
basis of the IEEE 802.1x authentication protocol.

7. A first network element for connecting to an access
element and for connecting a second network element to the
access element, comprising:

a first connection to a port of the access element;

a second connection to the second element, wherein the
second network element is connected to the access ele-
ment via a first network element,

wherein the first network element is authenticated at the
access element,
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wherein a new authentication process is initiated by send-
ing a first message to the access element from the first
network element,

wherein an authentication request sent by the access ele-

ment is received in response to the initiation of the new
authentication process,

wherein the authentication request is forwarding to the

second network element,

wherein a response message sent by the second network

element is received as an answer of the authentication
request, and

wherein the response message is forwarded to the access

element.

8. The first network element as claimed in claim 7, wherein
a confirmation message sent by the access element is received
and evaluated, and

wherein access for the second network element at the

access element via the first network element is released
or blocked as a function of the evaluation.

9. The first network element as claimed in claim 7, wherein
the first network element is a packet-oriented communication
terminal.

10. The first network element as claimed in claim 7, further
includes a network-element-internal switch.

11. The first network element of claim 7 wherein the first
network element receives a confirmation message sent by the
access element;

wherein the first network element evaluates the confirma-

tion message to determine whether the second network
element is authenticated with the access element or
whether access to the access element by the second
network element was denied by the access element;
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if the evaluation of the confirmation message indicates that
the second network element was denied access, the first
network element blocking access for the second network
element at the access element; and

if the evaluation of the confirmation message indicates that

the second network element was granted access, the first
network element allowing data traffic between the sec-
ond network element and the access element.

12. The first network element of claim 11, wherein the
initiation of the new authentication process is effected via a
deregistration of the first network element via the first mes-
sage.

13. The first network element of claim 12, wherein if the
second network element is blocked, the first network element
re-registers with the access element.

14. The first network element of claim 11 wherein the first
network element is a terminal or telephone and the second
network element is a personal computer or a computer.

15. The first network element of claim 11 wherein the first
message is an Extensible Authentication Protocol (EAP)
message or a control message.

16. The first network element of claim 11 wherein the
access element is a switch or an access point, the first network
element is a telephone and the second network element is a
computer.

17. The method of claim 2 wherein the first network ele-
ment is a terminal or telephone and the second element is a
personal computer or a computer.

18. The method of claim 2 wherein the first message is an
Extensible Authentication Protocol (EAP) message or a con-
trol message.



